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INDIA’S GROWING CYBER PARTNERSHIPS AND
CHALLENGES FOR PAKISTAN

Ammad Farooq and Ahmad Ali"

Abstract

With the emergence of new technologies, the potential of cyberspace is immense; however,
the growing number of cyber-attacks on states’ critical infrastructure has highlighted the
need for cyber security. Although it is challenging to achieve foolproof security, states can
maximise safety in the cyber domain through cyber partnerships with technologically
advanced countries. This study finds that India is maximising its cyber security while
enhancing its offensive cyber capabilities by concluding agreements with most cyber-
secure states. Furthermore, India’s cyber capabilities are more focused on Pakistan due to
longstanding tensions between the two countries. On the other hand, Pakistan lacks focus
on cyber security and has yet to take sufficient measures. Pakistan can maximise its cyber
security through technological advancements and taking advantage of friendly countries’
expertise in the cyber security domain. Cyber security partnerships will strengthen
Pakistan against threats emerging from state and non-state actors. Following a qualitative
exploratory research design, this study provides a detailed understanding of India’s
growing cyber security partnership and cyber posture, besides highlighting Pakistan’s
approach towards cyber security.

Keywords:  Cyber Security, Cyber-attacks, Cyber Posture, Pakistan, India.

Introduction
Information and Communication Technologies (ICTs) play an important role in
almost all aspects of modern-day society. It has opened doors of opportunities for
people in economic, commercial and social domains leading to socio-economic
development worldwide. With the advent of new technologies, the potential of
cyberspace appears to be limitless. However, the malicious use of ICTs in cyberspace
raises concerns among individuals, organisations and states. It is not only affecting
macroeconomic growth and social development by posing financial and security risks
to enterprises and individuals but also undermining national security. Additionally,
cyberspace refers to as the fifth domain of warfare.! Over time, threats associated with
cyberspace have increased in number as well as sophistication.

Threats associated with cyberspace are transnational; thus, international
cooperation and engagement are vital to counter these threats, such as phishing
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campaigns, data theft, cyber espionage, etc. India is concluding agreements with
advanced countries to strengthen the cyber security of'its digital assets while enhancing
its offensive cyber capabilities. It places Pakistan in a tough spot as it neither prioritizes
cyber security nor concludes agreements with like-minded countries to strengthen its
cyber security capabilities. Therefore, this study aims to analyse India's growing cyber
security partnerships and cyber posture and explore implications and the way forward
for Pakistan in terms of cyber security. It also examines the cyber threat landscape and
the steps taken by Pakistan to improve its cyber security.

While writing this research paper, several limitations have been faced as the
study area is less explored, and scholars have barely worked on related topics, so it is
somewhat difficult to find scholarly references. Secondly, it is difficult to find accurate
data while analysing India’s cyber security agreements with other countries leading to a
prolonged writing process. Finally, in some cases, the terms of India’s cyber contracts
were not made public, so it was somewhat challenging to connect the dots.

India’s Cyber Partnerships

Considering that cyber threats cannot be countered without cooperation with
other countries, India is partnering with technologically advanced countries to counter
cyber threats.> Besides defensive cyber capabilities, India is also aspirant to acquire
offensive cyber capabilities. In this regard, New Delhi has already signed agreements
with several countries, including Israel, the US, France, Singapore, the UK, Qatar,
Australia, Japan and Russia.3 Moreover, the Quadrilateral Security Dialogue (QUAD)
also considers cyber security an important area of cooperation.4 It is important to note
that most countries India is partnering with have been placed in the second tier
regarding cyber power.> These countries are sufficiently capable in seven categories:
strategy, doctrine, cyber-intelligence, global leadership in cyberspace affairs, cyber
security, cyber resilience and, most importantly, offensive cyber capabilities.®

a) Indo-Israel Partnership

In July 2017, Narendra Modi, Prime Minister of India, visited Israel, and both
countries were willing to cooperate in the cyber security domain.? Since then, several
agreements have been signed between India and Israel to enhance cooperation in the
cyber domain. Later, during his visit to India in January 2018, Israeli Prime Minister
Netanyahu signed a Memorandum of Understanding (MoU) on cyber security aimed at
enhancing cooperation to secure the cyberspace of both countries. Cyber security
cooperation grew in the year 2020 when the Indian Computer Emergency Response
Team (CERT-In) signed an agreement with Israel's National Directorate of
Cybersecurity (INCD) to materialise operational cooperation in the domain of cyber
security. ® This agreement aimed at multilayer cooperation, including exchanging
technology, capacity building, and strengthening defence against sophisticated cyber-
attacks.” India and Israel have been nourishing each other’s innovation and Research
and Development (R&D) abilities. Also, India is a significant market for Israeli products
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and technologies. It has been a major source of market potential for Israeli companies,
providing them access to a large and growing consumer base.*

Israel is way ahead of many countries vis-a-vis offensive cyber capabilities. Most
recently, in June 2022, India and Israel signed an agreement to boost defence
cooperation, and the statement released by Tel Aviv particularly talked about the
exchange of advanced technology." It is important to note that Israel’s Niv, Shalev and
Omri (NSO) Group developed the world’s most powerful cyberweapon ‘Pegasus,” which
reportedly sold to many friendly countries, including India, the US, and the UAE.? NSO
Group is a cyber-intelligence company that develops and sells offensive cyber-
surveillance technology to governments and law enforcement agencies worldwide.
Pegasus spyware has the capability to access the data of any electronic device, record
phone calls, and even plant or alter the information on the victim’s device.3 Reportedly,
India procured this spyware as part of the Indo-Israel weapons deal signed in 2017.*
Since 2017, both countries have finalised several agreements to boost defence and
cyberspace cooperation. Therefore, considering these agreements and the sale of
Pegasus spyware, it is most likely that Israel will exchange offensive cyber capabilities
with India in the future.

b) India and QUAD Cooperation

QUAD is an informal arrangement between four countries: the US, Japan, India,
and Australia. It aims at cooperation in economics, health, cyber security, and emerging
technologies.’> In May 2022, QUAD members highlighted the need to work together in
the cyber domain during the Tokyo summit. This cyber security partnership mainly
focuses on cyber resilience to counter cyber threats and protect partner countries'
Critical Information Infrastructure (CII).*® As part of the arrangement, the Computer
Emergency Response Teams (CERT) of these four countries would strengthen
information sharing and initiate programs to train relevant stakeholders to counter
cyber threats.

QUAD cyber security partnership also seeks to formulate joint cyber principles
and coordinate cyber security standards for obtaining software.”” Furthermore, it has not
overlooked critical and emerging technologies; thus, another working group was
established to cover this area. Many QUAD initiatives, like the supply chain of
semiconductors and 5G technology, have a first-hand effect on cyber security. These
initiatives focus on strengthening cyber security of member countries and countering
cyber threats emerging from China.”® However, the possibility of cooperation to enhance
offensive cyber capabilities is foreseeable, considering that the future of global disputes
is likely to have a robust cyber factor.

¢) India-Australia Partnership

Apart from a collective cyber security arrangement, India has signed a bilateral
agreement with Australia to enhance cooperation in the cyber security domain. Both
countries finalised a comprehensive strategic partnership that identified various fields
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of cooperation. Under this partnership, foreign ministers of India and Australia signed
Framework Arrangement on Cyber and Cyber-Enabled Critical Technologies
Cooperation.? This cyber agreement focuses on addressing cyber security challenges,
promoting digital trade, and harnessing critical technologies, including Artificial
Intelligence (AI) and robotics.

d) India-UK Partnership

Furthermore, cyberspace cooperation between India and the UK dates to
November 2012, when both countries jointly agreed to counter threats to international
security emanating from cyberspace.* Later in 2015, both countries agreed to establish
a cyber security centre as part of the larger defence and international security
partnership.?> In 2018, India signed an agreement with the UK to enhance cyber security
cooperation. As a result of this agreement, four working groups were established to
cover areas including incident response, digital economy, cybercrimes and cyber
diplomacy. Both countries agreed to share technologies and equipment to advance
military capacity.® In May 2021, the premiers of India and the UK held a virtual summit
in which vision 2030 was launched, identifying cyberspace as an important area of
cooperation. Later, in April 2022, Prime Minister Boris Johnson visited India and
reiterated UK’s commitment to strengthen India’s cyber security capabilities.>+

e) India-US Partnership

The US has emerged as the top cyber power in the world, with superior
offensive and defensive cyber capabilities. In this context, India is partnering with the
US not to advance its cyber security but also to acquire offensive cyber capabilities.
India-US cooperation in the cyber security domain was initiated in 2001. Subsequently,
both countries established India-US Cyber Security Forum that focused on enhancing
capabilities for critical infrastructure security. The forum included cyber security, cyber
forensics, and collaboration between the US and India Law and Enforcement Agencies
(LEAs) in countering cybercrimes. Later, in 2004, the US National Cyber Security
Division and CERT-In agreed to jointly develop expertise in artifact analysis, i.e.,
analysing traces of computer viruses and exchanging information under the umbrella of
India-US Cyber Security Forum.>

In 201, India signed MoU with the US to exchange expertise and critical
information on cyber security, which was later renewed in 2018. This agreement
included coordination between government organisations responsible for cyber security
of their respective countries.?® Later in 2016, India and the US held the 5 Cyber
Dialogue that covered most aspects of cyber security, including assistance in building
robust cyber security capabilities, followed by a cyber framework and defence
cooperation agreement. The defence cooperation prioritised six areas of collaboration,
including cyberspace.?” As part of this agreement, the US has offered to provide training
to Indian military personnel on cyber warfare and the role of Al in future wars.?
Additionally, two more cyber security agreements were signed between New Delhi and
Washington in 2017 and 2018.

Margalla Papers-2022 (Issue-II) [49-61]



India’s Growing Cyber Partnerships and Challenges for Pakistan 53

The overall framework of India-US cyber partnership includes sharing of
information regarding cyber threats and cyber-attacks on time, development of a joint
mechanism to eliminate cyber threats practically, promotion of cybersecurity-related
R&D, enhancing cooperation among organisations responsible for cyber security,
improving capabilities of LEAs to prosecute cyber criminals, strengthening India’s CII,
conduct joint exercises to test cyber vulnerabilities, and establishment of sub-groups to
explore other areas of cooperation under cyber security including the dual-use
technologies.>

f) India-Russia Partnership

India has strong economic, defence and diplomatic relations with Russia;
however, cyberspace is an unheeded domain of cooperation. In 2016, Russian President
Putin signed a cyber security agreement during his visit to India. Interestingly, the text
of this agreement remains classified; however, experts believe it is an open-ended
agreement with cooperation ranging from cyber security to military-to-military
cooperation on cyber defence.3® Russia has strong offensive cyber capabilities, and
Kremlin is often accused of cyber-attacks by the US and its allies. However, Russia
remains on the frontline when it comes to making an effort to establish international
cyber norms. India is likely to benefit from cyber cooperation with Russia in three ways,
including strengthening its cyber security capabilities, acquiring offensive cyber
capabilities, and finally, India will get a voice in the form of Russia while establishing
global cyber norms.

g) India-Japan Partnership

India and Japan are part of QUAD, and cyber security is an important area of
cooperation among member states. Apart from this arrangement, both countries have
signed a bilateral agreement to enhance cooperation in cyber security. In October 2020,
New Delhi and Tokyo finalised a cyber security agreement, which was signed due to the
13" India-Japan Foreign Ministers’ Strategic Dialogue.?' It focuses on capacity building
to secure CII, conducting cyber security R&D, and cooperation in the domain of Al and
the Internet of Things (IoT). Later in January 2021, both countries signed another
agreement to bolster cooperation in the ICT field, including 5G.3* This agreement was
most likely the result of China’s tensions with Japan and India and to counter Beijing’s
monopoly in the 5G technology market. Furthermore, both countries continue to hold
cyber dialogues every few years. The most recent, in June 2022, focused on cyber security
policies, cyber threat landscape, 5G policies, and capacity-building matters. A study
conducted by cyber security firm Comparitech termed Japan the most cyber secure
country, and India is likely to benefit from Japan’s best practices in the cyber domain.

h) India-EU Partnership

The EU published its cyber security strategy on December 16, 2020, highlighting
the importance of strengthening cyber security cooperation with other countries.? India
is one of the important strategic partners of the EU, which is why the EU and India
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continue to conduct cyber dialogues to share best practices and strengthen cyber
security cooperation. In fact, two days before the release of the EU’s cyber security
strategy, the EU conducted a sixth cyber dialogue with India that highlighted the need
to develop tools to minimise the threat of cyber conflict.3* Emerging cyber-related
technologies, preventing cyber conflict and capacity building were given significant
importance in the dialogue. As a result of this dialogue, the EU and India agreed to
continue cooperation in the cyber domain. They decided to hold the seventh EU-India
cyber dialogue in the coming years. Furthermore, the EU and India established a Joint
ICT Working Group in the aftermath of the fifteenth EU-India Summit held in July 2020.
This joint working group was established to enhance cooperation on cyber security, Al,
and data governance.3> Apart from these initiatives, India-EU Connectivity Partnership
and India-EU Strategic Partnership: A Roadmap to 2025 highlight cyber security as an
important area of cooperation.3® These initiatives would help India mitigate cyber
threats and make it an essential stakeholder in establishing global cyber security laws
and norms.

Cyber Security Partnership and Minimising the Threat of Cyber Non-
state Actors

Cyber Non-state Actors (CNSAs) have emerged as crucial actors in this
globalised world and have a substantial impact on states. Due to the proliferation of
cyber technology, CNSAs can threaten a country's national security in many ways. They
have political and financial motivations for launching cyber-attacks on the state’s
critical infrastructure. Although several CNSAs are operating worldwide, some target
states for their policies. Anonymous Group is a prime example of that.3? Anonymous
Group is known for targeting states for their policies, and most recently, this group
targeted Russian critical information infrastructure for waging war against Ukraine.®
Similarly, it targeted Iranian cyber infrastructure due to Tehran’s mishandling of hijab
protests.3 These instances portray that CNSAs can target states whenever they like,
which is problematic as it can lead to a situation where states are unable to protect their
infrastructure and data from being compromised. It can have serious implications for
the security and stability of states. However, cyber partnerships among states can
somehow minimise this threat by understanding the threats they face and developing
strategies to counter them.

It is important to note that multiple CNSAs are operating worldwide to
undermine states' national security. The most concerning thing is that these CNSAs can
decide to attack states according to their assumption of justice. These instances signal
that CNSAs have emerged as a threat to states' national security; however, cyber security
partnerships among countries can be helpful to minimise this threat. Apart from
bilateral cooperation, there is limited international cooperation in the cyber domain due
to a lack of international agreement. It is why CNSAs are not held accountable for
launching cyber-attacks on other states. However, keeping the lack of international
consensus in view, cyber security partnerships with other states can minimise this
threat. In case of a cyber-attack on a state, the victim state would be able to request
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other like-minded states to put an end to malicious activities being conducted from the
state’s territory. States can ensure such arrangements through bilateral agreements in
the cyber domain.# India is concluding cyber security agreements with other states is
likely to counter the threat of CNSAs in both ways mentioned above.

India’s Cyber Posture

India is increasingly focusing on enhancing its cyber security capabilities and,
at the same time, integrating cyberspace with other dimensions of warfare. India’s Joint
Doctrine for Indian Armed Forces (2017) highlights cyberspace as a crucial national
territory along with air, land, maritime and space. # This doctrine recognises
cyberspace's importance for conducting operations to have an edge over an adversary.
In the 2017-Joint Doctrine, India introduced a new military posture by adding a triad
consisting of cyberspace, outer space, and special operations. India is preparing to
engage its adversaries, particularly Pakistan, in these domains in the sense that
cyberspace and outer space will be used to have information superiority so that special
operations can be conducted to achieve strategic goals.+* Additionally, the doctrine
discusses establishing the Defence Cyber Agency (DCA), which was later formed in 2019.

In 2018, India released Land Warfare Doctrine (LWD), a supplement to the
2017-Joint Doctrine for Indian Armed Forces. LWD is related explicitly to advancing
existing cyber warfare capabilities and developing superior information warfare
capabilities. 4 India recognises the importance of cyberspace operations, including
degradation or destruction of computer and information systems, so it has been
strengthening the security of its digital assets and focusing on building offensive cyber
capabilities to undermine its adversaries. According to a renowned internet security
company, McAfee, many countries are developing offensive cyber capabilities, and India
is one of them.4 Owing to the longstanding rivalry between New Delhi and Islamabad,
Pakistan is likely to be the prime target of Indian cyber-attacks. Additionally, in 2021, an
influential think tank, International Institute of Strategic Studies (IISS), released a
report saying that Indian cyber capabilities are focused on Pakistan and are very
effective. 45 India has considerable cyber capabilities to undermine the security of
Pakistan in cyberspace.

Challenges for Pakistan

Pakistan falls into the list of one of the most vulnerable countries to cyber-
attacks. The report released by IISS indicates that Indian cyber capabilities are more
focused on Pakistan due to longstanding tensions between the two countries.*® In light
of these indications and cyber-attacks on Pakistan, including on the Federal Board of
Revenue (FBR), it can be said that Pakistan might face difficulty in countering India’s
offensive cyber operations.4” There have been cyber security incidents in the past that
pose a direct threat to the national security of Pakistan. India keeps on defacing
government websites, especially on Pakistan’s Independence Day. It is important to note
that a report released by a Chinese cyber security firm revealed that India launched
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massive cyber-attacks against sensitive military departments of China and Pakistan to
steal critical information.#® In 2021, India organised a spying operation against high-
ranking Pakistani officials using Pegasus spyware.# It also indicates that this spyware is
being used by Indian intelligence to gather sensitive information. A similar incident
happened in 2020 when Indian intelligence agencies tried to steal critical data by
targeting networks of the Pakistan military.

The Snowden leaks revealed that Pakistan was the second most spied country
by the US National Security Agency (NSA) after Iran.>° In August 2021, Pakistan’s most
crucial institution FBR experienced one of the worst cyber-attacks directed towards the
institution’s data centres.> This cyber-attack disrupted FBR services for over seventy-
two hours while sensitive data was stolen. The initial investigation of the attack
suggested that Indian hackers were involved in such a massive cyber-attack on FBR.5
According to a study conducted by a cyber security firm, Comparitech, Pakistan was
ranked among the least cyber-secure countries worldwide.>3 All these factors suggest
that Pakistan is already vulnerable to cyber-attacks, and India’s growing cyber
capabilities have made a threat to Pakistan’s national security more imminent.

Pakistan’s Approach towards Cyber Security

In recent years, Pakistan has taken several necessary steps to enhance its
security in the cyber domain. In this context, Pakistan released its first-ever and much-
needed National Cyber Security Policy (NCSP) in 2021, including various action points;
however, a few steps have been taken to implement NCSP practically. Apart from this,
Pakistan adopted the Prevention of Electronic Crime Act (PECA) in 2016, which covers
a variety of cyber security matters, but the issue lies with an enforcement mechanism.54
Two private CERTs are already operating in Pakistan, and Khyber Pakhtunkhwa
province has also established a cyber emergency response centre to counter the growing
cyber threats. Furthermore, Pakistan has established the National Centre for Cyber
Security (NCCS), which promotes research in the field of cybersecurity.5 Also, in
February 2022, Pakistan approved the Cloud First Policy and the Personal Data
Protection Bill, another crucial step to move the country into the digital world.5¢ In 2021,
Pakistan Telecommunication Authority (PTA) launched a CERT portal for the telecom
sector. PTA also established Cyber Vigilance Division responsible for regulating
unauthorised IP addresses, capacity-building in the industrial sector, and providing
guidelines to counter cyber threats. Pakistan is also taking steps to embrace new
technologies. For the first time, in 2019, Pakistan utilised blockchain technology in the
banking sector to attract remittances. In 2022, the State Bank of Pakistan (SBP) directed
all banks to embrace blockchain technology to make financial transactions instant and
secure.5”

Similarly, the Special Technology Zones Authority (STZA) is a government-run
agency established in 2019. The mission of STZA is to promote the development and
adoption of advanced technology in Pakistan. STZA provides a wide range of services to
blockchain, Al and cyber security companies. It serves as a facilitator for companies to
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gain access to local markets, resources, and networks. STZA has helped develop
Pakistan’s technology sector through its services and created attractive investment
opportunities.5® Furthermore, STZA has been instrumental in developing Pakistan’s
cyber security policy. Its services have helped to promote innovation and development
in the country and have enabled Pakistan to become a more attractive destination for
investors in technology.

Apart from these initiatives, academia is also working towards securitising
cyber security in Pakistan. Think Tanks of Pakistan continue to organise seminars,
roundtable discussions and conferences on cyber security and what steps Pakistan can
take to ensure its cyber security. It is important to note that private and public entities
highlight cyber security issues in Pakistan, but none of these have discussed cyber
partnerships with advanced countries. Despite all these initiatives, the most crucial
aspect, i.e., collaboration with developed countries in the cyber domain, is not the top
priority of relevant stakeholders in Pakistan.

Pakistan has barely concluded any cyber security agreements with other
countries; thus, cybersecurity cooperation is seemingly not the top priority on Pakistan’s
agenda. Although Pakistan released its comprehensive NCSP in 2021, it lags in
implementing it. NSCP advocates concluding agreements with friendly and capable
states to maximise cyber security; however, the primary hurdle in achieving this
objective is the lack of a central organisation responsible for secure cyberspace. Pakistan
has also not been able to establish a national CERT which makes prospects of cyber
security partnerships with other countries very limited.>® Cyber Governance Policy
Committee (CGPC) is responsible for national cyber security issues; however, things are
considerably vague regarding this committee's members and functions. Pakistan’s
limited focus on cyber security is another reason for the lack of cooperation with other
countries. Apart from this, political instability is also a factor due to which the cyber
security domain has not been given the necessary importance.

Way Forward for Pakistan

It is a fact that no country can achieve foolproof security against cyber-attacks.
However, what countries can do is maximise cyber security to limit attacks on their
digital assets. Maximisation of cyber security is the only way for Pakistan to counter
Indian threats in cyberspace. Pakistan is unlikely to maximise its cyber security without
cooperation with other countries having advanced cyber security capabilities. The
foremost step that Pakistan should take is to establish a point of contact in the form of
national CERT so that there is no restraint in materialising cyber security cooperation
with other countries. Secondly, the Ministry of Information Technology and
Communication (MoITT) and the Ministry of Foreign Affairs (MoFA) should coordinate
and identify like-minded countries with advanced cyber security capabilities so that
Pakistan can initiate negotiations with them to materialise cyber security agreements.
China and Russia can be suitable options for cyber security cooperation as both
countries have been identified as major cyber powers after the US.
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Thirdly, Pakistan should not miss the opportunity of becoming an important
stakeholder in establishing international cyberspace norms by keeping itself distinct
from organisations and countries that are working towards negotiating a treaty to
establish rules and norms for secure cyberspace. Fourth, the Pakistan military should
not overlook the developments of the Indian military in cyberspace as India is preparing
to equip its forces to wage cyber warfare. Pakistan army has recently raised cyber
command; however, it is necessary to include the air force and navy, making it a tri-
services command. Fifth, Pakistan should establish a blockchain centre like NCCS to
explore this technology as it can create secure and immutable records of data and
transactions, making it difficult for hackers to access or alter data. Finally, considering
the possible exchange of offensive cyber capabilities between India and other states,
particularly Israel, Pakistan must look for alternate options like China, Russia, the US,
EU and the UK to acquire cyber capabilities to counter India’s apparent pre-eminence
in this domain.

Conclusion

In a nutshell, ICTs are playing an important role in socio-economic
development. However, at the same time, such technologies' malicious use threatens
individuals, businesses and states. It is difficult to achieve foolproof cyber security;
however, maximising security against cyber threats is possible. Many countries,
including India, are doing that by concluding agreements with technologically advanced
countries. India has signed over 39 multilateral agreements and 54 MoUs on cyberspace
with various countries, including the US, Israel, Japan, the UK, Australia, and Russia.5°
Additionally, India is part of informal security arrangements like QUAD that see cyber
security as an important area of cooperation. This kind of cyber partnership is essential
for security against hostile states and non-state actors in the cyber domain. India is
maximising its cyber security and taking initiatives to acquire offensive cyber
capabilities. It is likely that India’s already existing cyber agreements with other
countries also include assistance in building offensive cyber capabilities. India’s cyber
posture suggests that New Delhi integrates the cyber domain in military operations to
engage its potential adversaries. Experts believe that India’s cyber capabilities are
focused on Pakistan. There is no doubt that India has been involved in several cyber-
attacks on Pakistan, which is why Pakistan needs to take proactive measures in the cyber
domain.
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