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Abstract 

In the contemporary era, the weaponisation of digital platforms for perception and 
narrative control is becoming a crucial element in the emerging fifth-generation warfare. 
This paper examines the AI-driven disinformation campaigns during the 2022 Russia-
Ukraine war to analyse the impact of modern technologies on armed conflicts. Through a 
qualitative comparative case study research design, this paper comparatively analyses the 
asymmetry and reach of Russia and Ukraine’s AI-based information operations. The 
central focus of the research is to understand the extensive use of AI by Russia and 
Ukraine and its effectiveness in disseminating false narratives and shaping global 
perception. The research revealed that Russian information operations leveraged 
advanced technology and possess a broader international reach, whereas the Western-
supported Ukrainian countermeasures are more defensive and domestic in nature. The 
findings suggest that AI is reinventing contemporary warfare while emphasising the 
decisive role of narrative framing in shaping future conflict outcomes. 
 

Keywords: Artificial Intelligence, Disinformation, Hybrid Warfare, Psychological 
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Introduction 
he warfare in the twenty-first century has acquired a fifth domain in the form of 

information operations, and its weaponization was demonstrated in the Russia 

Ukraine war. The Russia-Ukraine conflict, which began with the annexation of Crimea 

on 18 March 2014 and dramatically escalated in 2022, highlighted the growing 

significance of the information domain in modern warfare.1 Russia and Ukraine have 

relentlessly employed disinformation strategies such as deepfake videos, coordinated 

bot networks, false alerts, and fake regional news outlets to shape public opinion and 

influence the international narrative in their favor. This case study is not an isolated 

incident; instead, it reveals the evolving nature of warfare strategies by introducing a 

new frontier alongside land, sea, and air. Artificial Intelligence (AI) has become a 

strategic tool in the creation, dissemination, and consumption of disinformation 

during the Russia-Ukraine war, making it a strong case study to highlight the use of 

modern technologies in military campaigns. 
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 Information operations have traditionally functioned as an integral dimension 

of strategic policies and armed conflicts. During the Cold War, both the United States 

and the Soviet Union utilised mass media and radio broadcasts to counter narratives 

and shape discourse.2 In the post-Cold War era, hybrid warfare emerged, which 

marked the fusion of information operations with cyber activities and economic 

coercion.3 With the digital revolution, these propaganda techniques became more 

sophisticated and extensive. Due to the rise of social media platforms, the creation and 

dissemination of both disinformation and misinformation have become a new 

normal.4  
 

The development and integration of artificial intelligence in the hybrid war 

have revolutionised this domain by enabling the creation of deepfakes, synthetic 

media, and automated bots driven narrative framing. 5  The Russia-Ukraine war 

provided a most consequential live laboratory for AI-driven disinformation campaigns 

in the contemporary conflicts. Both states used AI-based disinformation strategies, 

one example is that Russia circulated fabricated pictures of Ukraine committing 

atrocities on civilians created through AI, to distort international perceptions and 

undermine Ukrainian resilience.6 Conversely, Ukraine also used machine intelligence 

and other related technologies to counter Russian AI-driven disinformation campaigns 

during the war.7 A growing body of literature focuses on the Russian and Ukrainian  

AI-based disinformation strategies in isolation. A systematic comparative analysis of 

both belligerents’ disinformation propaganda techniques and the resulting asymmetric 

narrative outcomes remains absent from the existing debate.  
 

To bridge this gap in the existing literature, this research is structured around 

three key questions, focusing on the AI-driven disinformation operations deployed by 

Russia during the war and the institutional and technological counters employed by 

Ukraine. Thirdly, this paper answers the comparative impact of these strategies on 

narrative building and how much they differ in asymmetry and reach. The central 

argument of this paper is that Russia’s AI-enabled disinformation campaigns are more 

internationally oriented and technologically superior than those of Ukraine, which 

remain defensive and domestically focused.  
 

The research article has six major sections. A conceptual framework outlines 

hybrid and psychological warfare as foundational concepts for examining the 

deployment of AI-based information campaigns by Russia and Ukraine. A 

methodology section explains the application of a comparative research design. Then, 

the historical background outlines the evolution of the propaganda used in war over 

time, followed by a detailed account of Russia’s AI-driven disinformation campaign, 

including the tactical manipulation and globalisation of AI-based propaganda. Further, 

this paper covers the countermeasures taken by Ukraine against Russian operations. 

The article concludes with major findings about the competing narratives and 

asymmetries between Russia and Ukraine in their respective information operations.  
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Conceptual Framework  
 

Military strategies are evolving with the rise of modern technology and 

sophisticated weapon systems, reflecting an ongoing Revolution in Military Affairs 

(RMA). RMA represents a transition from post-industrial warfare to informationized 

warfare, where data superiority, real-time intelligence, and advanced information 

operations become a decisive source of military advantage. In modern warfare, states 

are employing war at a sub-conventional level to weaken an adversary’s internal state 

dynamics. Hybrid warfare defines tactics that infuse both traditional and irregular 

strategies used by countries to erode the boundary between peace and conflict. In 

contemporary literature, Frank G. Hoffman characterises hybrid warfare as a nexus of 

four basic components: conventional capabilities, irregular tactics, terrorism, and 

organised crime.8 NATO defines a hybrid threat as a blend of military and non-military 

methods, disinformation, cyber intrusions, economic pressures, and deployment of 

irregular and regular armed groups, primarily to influence the minds of the population 

and destabilise societies.9 Russia predominantly used hybrid warfare tools and tactics 

to advance national interests without resorting to full-scale war. One of the 

manifestations of this in recent history is the Crimean annexation in 2014.  
 

Russia used information operations, cyber-attacks, and proxies to influence 

political processes and advance the strategic interests of the Kremlin.10 This research 

examines the complex dynamics of the Russia-Ukraine war through the conceptual 

model of hybrid warfare, as both states are employing nontraditional military 

strategies parallel to conventional war. Russia is increasingly using psychological 

operations as a tool of hybrid warfare alongside conventional operations to influence 

enemy morale, civilian perception, and international opinion. Ukraine is countering 

Russian information operations in a defensive manner by debunking fabricated audio-

visual content. These tactics are outlined by NATO as cognitive warfare, where states 

are trying to manipulate public opinion by influencing the thinking pattern, 

interpretation of reality, and decision-making.11 The use of artificial intelligence for 

disinformation campaigns by both warring parties demonstrates the significance of 

modern technologies in this war, marking a shift from traditional warfare tactics 

towards a more technologically advanced form of military contestations. This shift 

highlights the growing importance of controlling narratives and perceptions through 

media manipulation as a strategic advantage for states during conflicts. 

 

Research Methodology  
 

This research used a qualitative methodology to understand the role of 

artificial intelligence in hybrid warfare and disinformation during the Russia-Ukraine 

war. Through a comparative qualitative case study research design, this paper 

systematically analyses and contrasts the AI-driven disinformation strategies used by 

Russia and Ukraine during the war.12 The data has been drawn from secondary sources 

and established reports, publications by Atlantic Council, EU DisinfoLab, Nato 

Strategic Communication Centre, and peer-reviewed literature.  
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 These sources were selected on the basis of institutional credibility, 

methodological transparency, and direct relevance to AI-driven operations during the 

Russia-Ukraine war. Telegram, X, and Facebook were selected as primary platforms 

because these sites were principal arenas for the dissemination of information by both 

states. The reports and videos are comparatively analysed around four comparison 

variables: narrative building, AI-driven techniques, platform-specific dissemination 

patterns, and impact on national and international public perception. The primary 

limitation of the study is over-reliance on secondary data, which creates the possibility 

of prior analytical bias.  

 

Historical Context of the Russia-Ukraine Conflict 
 

In the beginning of 2014, Russia annexed Crimea, and a separatist uprising 

erupted in eastern Ukraine, which triggered the perpetual cycle of hostilities between 

Russia and Ukraine.13 Following this, both belligerents shifted towards hybrid warfare 

tactics, which demonstrates the rapidly evolving nature of contemporary conflicts. The 

warring parties used both traditional and non-traditional tools, including missile 

strikes, drone attacks, cyber operations, and disinformation campaigns. NATO’s 

European Commander at the time termed this invasion as the most amazing 

information warfare. Russian state-controlled media were actively engaged in 

spreading false narratives about Ukraine and the West.14 With the full-scale invasion in 

2022, the incorporation of AI-driven disinformation and propaganda campaigns has 

modernised the hybrid warfare techniques. Russia utilised AI-generated 

disinformation operations to promote its narrative and gain public support. Through 

social media, they disseminated deep-fake videos of Ukrainian officials surrendering 

and automated bots to manipulate perceptions.    
 

 Previously, propaganda was the dissemination of transparent narratives to 

manipulate the perceptions of an individual regarding the world. AI has now 

revolutionised the propaganda techniques by making it faster, more targeted, and 

more convincing. Smart bots adjust their messages according to the emotional state of 

the users at the moment, and artificial intelligence edits videos that look official in 

real-time. Even announcements which are intended to provide people with an official 

public service message can be twisted. For instance, deepfake voices can redirect 

civilians to the unsafe routes or report false orders.15 In other words, AI has made 

drone cameras, smartphone cameras, and messenger apps a weapon during the Russia-

Ukraine war. Disinformation is disseminated to targeted audiences through hyper-

personalised false narratives.16 These disinformation operations transform civilians 

into participants in the war and destabilise societies by undermining social cohesion 

and institutional trust. The massive use of digital information tools in the Russia-

Ukraine war signals the growing significance of advanced technologies, such as 

artificial intelligence, in advanced military conflict. These technologies are 

complicating the process of differentiating between truth and lies, while highlighting 

the challenge of countering disinformation amid rapidly advancing technology.  
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Russia’s AI-driven Disinformation Campaign 
 

 Following the 2014 Russian invasion of Crimea, Moscow framed this as a real 

uprising by local Crimean residents through disinformation. Russian authorities 

repeatedly denied the involvement of their armed forces during the Crimean invasion. 

Various soldiers were identified in Russian-style uniforms, nicknamed "little green 

men" as they took control of strategic areas in Crimea.17 The Russian president, 

Vladimir Putin, also rejected any prospect of Russian military involvement by calling 

those soldiers local self-defence units. However, it was later revealed that the men in 

green uniforms were actually Russian soldiers. This disinformation campaign was 

further optimised through online automated bots and fabricated documents, which 

portrayed that most Crimeans are in favour of joining Russia. This large-scale 

disinformation crusade started to distort global understanding of events by 2015, 

which helped Russia to take full control of Crimea without any organised opposition.  
 

 Initially, Russia was waging traditional propaganda, but from 2022 onwards, it 

has started launching well-organised AI-based disinformation campaigns primarily to 

damage Ukraine's image and weaken the international support.18 In the middle of 

2022, pro-Russian media channels such as RT and Telegram circulated a video which 

showed Ukraine’s armed forces deliberately targeting civilian communities. 19 

Following that, assessments by fact-checking institutions like Bellingcat identified that 

the video and images were AI-generated.20 In another event, a fabricated video of 

Ukrainian President Volodymyr Zelensky was released by Russia in which he was 

calling for Ukrainian military capitulation, but that was debunked later.21 Similarly, 

another disinformation campaign was launched through artificial intelligence that 

portrayed the Ukrainian armed forces bombing civilian centres to undermine 

Ukraine’s credibility in the global arena, but subsequently, this video was also reported 

as a deep fake.22 Such a type of media is produced and disseminated through online 

platforms, i.e., Telegram, X former Twitter, and Facebook, through AI chatbots to 

spread disinformation.  
 

 Furthermore, news was spread on X and Facebook that Ukraine is 

establishing manufacturing laboratories for biological weapons. This fake news was 

disseminated by automatic bots of Russia's cyber team and diffused quickly in the 

online world. This content most affected states like India and Brazil, where countering 

such information is difficult. In 2023, Russia used religious sensitivity to trigger the 

Eastern European population against Ukraine. In this regard, they created a fake video 

of Ukrainian troops attacking religious worship places, which went viral.23 Subsequent 

verification by Reuters' fact-checking team determined that these videos were created 

through AI with zero authenticity.  
 

 To further advance its disinformation efforts, Russia attempted to influence 

the NATO member states. By using automatic bots, they started spreading fake news 

articles in Germany, which framed Ukrainian refugees as the main reason for 

economic hardships.  
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 By 2024, these AI-driven disinformation campaigns of Russia became more 

effective. A recording of NATO officers went viral on the global stage in 2024, in which 

they were discussing escalating war with Russia.24 This video became the centre of 

public attention, but later, with the help of the Guardian’s investigative team, it was 

exposed as being generated by Russian AI software.  
 

 Furthermore, Russia released various documents with fake signatures to 

propagate the information that Ukrainian officials are using the US and NATO 

financial support for their luxuries. Following coverage by various European media 

groups, the European Digital Media Observatory (EDMO) came forward to test its 

authenticity. After a detailed investigation, they reported that the news was fake and 

contrary to facts.25 Similarly, certain LinkedIn accounts operated by automated bots 

tried to influence European decision-makers. According to reports released by think 

tanks, these accounts were suggesting that the Ukrainian military was depleted and 

required additional support. Later, cybersecurity organisation Mandiant verified that 

the Russian intelligence was spreading these fake reports. 

 

Tactical Manipulation and Psychological Warfare 
 

 Russia's information war was increasingly relying on AI to inflict fear and 

chaos on the ground. Like, coordinated fake evacuation messages, purportedly from 

Ukrainian authorities, spread across social media, claiming that the citizens in Kharkiv 

and Zaporizhzhia would be under an immediate threat.26 Atlantic Council experts 

pointed out how "sophisticated hoaxes" with Ukrainian government logos showed 

"safe evacuation routes" and tricked citizens into panic. Meanwhile, voice cloning and 

deepfake technology also increased significantly, as AI-created video and audio files of 

officials were being shared on messaging services. These tactics are used by the 

Russian military as psychological operations to spread chaos and confusion among the 

Ukrainian population to weaken their resistance. These tools amplify both the scale 

and diversity of propaganda, enabling its disseminators to produce content in near 

real-time, generate multiple variations, and make it increasingly difficult to identify as 

artificial. 27 
 

 The online networks of Moscow in the middle of 2024 started creating fake 

scenes of disaster, primarily to demoralise the Ukrainian population. In another 

example, the Counter-Disinfo Centre of Ukraine explored a video used by Russian 

propaganda media and fully revealed that the so-called video of a doctor spraying fake 

blood at a bombed hospital was staged.28 Such hoaxes expose artificial intelligence-

based stories that are aimed at blowing up local trust and growing the use of machine 

intelligence in psychological warfare. Reports by Center for Strategic and International 

Studies (CSIS), highlight the effect of AI in boosting disinformation.29 The amount of 

content created by AI chatbots and tools is significantly higher than what human 

networks could achieve on their own, which makes disinformation a crisis on a global 

scale.  
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Surveys indicate that AI can automatically translate propaganda into multiple 

languages and generate tailored texts and videos, thereby amplifying the circulation of 

fake information.   
 

 A massive amount of propaganda material was also spread on the Chinese-

owned TikTok platform. By late 2024, Ukrainian disinformation experts indicated that 

TikTok was even worse than Telegram. Tens of thousands of accounts (including those 

affiliated with Russian state media) pumped AI-generated content into the ears of both 

young and elderly Ukrainians. Even the Disinfo Centre in Ukraine released lists of 

potentially harmful TikTok account handles when it partnered with the company to 

counter rumours powered by AI.30  Thus, social media apps that were primarily 

introduced as a tool for spreading amusement also became a source of AI-powered 

influence. The use of AI to influence people’s minds and behaviour during the war 

demonstrated revolutionary changes in traditional warfare tactics towards more 

technology-driven operations. These cyber-assisted psychological operations are 

employed to create fear and confusion among people in order to make them feel weak 

and hopeless.  

 

Industrialisation and Globalisation of Russian AI Propaganda  
 

 By 2024 and 2025, Russian information operations became more 

sophisticated, centralised, and AI-driven. Kremlin units operate so-called sentiment-

aware bot networks to monitor responses in real time, and modify tone and content 

accordingly, just as in marketing software. Moreover, Moscow has also introduced 

synthetic media platforms, supposedly AI news services whose animated anchors serve 

up dozens of languages of Kremlin talking points that are disguised to resemble 

veritable news. Russia has also extended disinformation even to Asia, Latin America, 

and Africa. Scientists cite organised Russian-Chinese FIMI actions that have the effect 

of impacting areas like Latin America and the Asia Pacific.31 To promote propaganda 

about the war, AI translation and text-generation are used by state media authorities 

to introduce local-language conspiracy sites in India and Brazil, amongst other places. 
 

 Moreover, Moscow has targeted different people with different messages. The 

westerners are fed exaggerated messages of danger in Ukraine; the non-aligned 

countries receive anti-American messages, and the immediate countries on the front 

read highly localised stories about chaos. With the application of AI, every group 

receives a personalised campaign. AI producers assemble audio slices in Telegram 

channels; AI bots tweet multilingual memes; and TikTok accounts use the same AI 

scripts in their messages to attract various groups of people. The outcome is a type of 

industrial-scale disinformation apparatus, which sells Russian state narratives to the 

entire world.32 By incorporating artificial intelligence, Russia has taken disinformation 

to the industry level. Depending on the AI tools, propagandists can generate 

thousands of customised posts or videos within minutes, micro-target warzones and 

foreign elections alike.  
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Thus, AI has transformed information into a widely deployed weapon, enabling users 

in cities like Tokyo or Buenos Aires to unknowingly encounter Kremlin-produced fake 

content labelled as news.  

 

Ukraine’s Strategic Countermeasures to Russian Disinformation  
 

 In response to the AI-driven disinformation campaign by Russia, Ukraine has 

responded defensively with greater coordination and a high-tech plan. The country 

initiated digital safety by establishing institutions and partnerships that surpass its 

borders. The Ukrainian initiatives aren’t just disproving fake stories, but they are also 

creating more solid defences among citizens, enhancing media literacy, and forming 

alliances with large tech companies. 
 

 To counter Russian AI-powered information operations, Ukraine also 

employed modern technologies to expose Russian propaganda. Ukraine established an 

advanced system, the Ukrainian Centre for Countering Disinformation (CCD), in 2021 

and further updated it in 2022. This system was created to track disinformation-based 

social media trends and content shared through pro-Russia accounts.33  In 2023, the 

CDD researchers analysed and debunked the pictures of Ukrainian soldiers 

desecrating a church as fake, which were circulated by Russia.34 They also introduced 

another platform, termed Stop Fake, with the help of Western states and voluntary 

organisations. The system helped Ukrainian authorities to counter Russian 

disinformation by scanning the AI-generated material and cross-checking the viral 

pictures and videos with original content.35   

 

AI-Based Counter Disinformation Tools 
 

 To identify Russian automatic chatbots, Ukraine has employed highly 

developed AI technologies. For instance, Ukraine collaborated with a private technical 

company, Mandiant, to expose bot networks and their activities.36 During 2023, news 

spread in Germany and Poland that Ukrainian refugees were responsible for increasing 

criminal behavior. Using AI-based technologies, Ukraine identified 5000 automated 

bot accounts in 72 hours and ordered their removal.37 These measures helped Ukraine 

to identify and neutralise spurious and AI-generated content, preventing public panic 

amid the hostilities. Ukraine has further strengthened its counter-disinformation 

capabilities through collaborations with global tech organisations. Ukraine partnered 

with Google and Meta in 2023 to enhance its AI models for detecting harmful 

content. 38  These arrangements played a primary role in identifying Russian 

propaganda and provided defence to the Ukrainian population against psychological 

operations. But these initiatives proved to be effective domestically as compared to 

Russian propaganda, which is technologically superior and globally proliferated, and 

continues to overshadow Ukraine in neutral states.  
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 In response to Russian propaganda of spreading fake news, Ukraine has 

changed its strategy from merely protecting itself online to being on the offensive as 

well. The government, with its technology partners, has introduced high-tech tools in 

detecting and countering such lies. A tool known as TRUTHNET is one of them. It has 

Microsoft and Palantir backing, and functions through the analysis of social media 

streams via AI, to find hoaxes and quickly crowdsources fact-checking.39  
 

 According to Palantir CEO, Alex Karp, “the US data analytics firm is highly 

involved in improving the targeting functions, from tanks to artillery, and is 

responsible for most of the targeting in Ukraine”. 40  As a new Russian lie gets 

distributed, TRUTHNET marks the post right when it sends the signal to officials, 

informing them about any potential danger of going viral, so that they can break the 

lie. One example of proactive debunking is the attack on the hospital in Mykolaiv. 

Fake news was identified through artificial intelligence-based alerts; thus, analysts 

applied AI image forensics and followed the resources. The Ukrainian media published 

the truth and released machine-translated transcripts revealing the reality that it was 

actors posing as doctors, and debunked the lie. 41 

 

Civilian Centred Information Campaigns  
 

 In spreading awareness among its population, Ukraine has organised 

workshops in the cities of Dnipro and Sumy, where simulation tools are presented to 

demonstrate how deepfakes are created. These cyber defence drills train individuals to 

detect voice cloning and edit video. Research indicates thousands of people have 

attended AI open-source intelligence classes, and they learn to verify suspicious posts 

within a short time.42 Ukraine had the forward-looking plan to make its citizens 

defence nodes by spreading information and knowledge among them, thus the 

country creates “citizen-soldiers of the information war”. The people are informed on 

how to evaluate the viral posts using public service announcements. Curricula at 

schools have been revised, and the AI-thinking modules have been added to the 

national cyber-education plan to be taught to teenagers. What this implies is that 

rather than simply responding to fake news, Ukraine is planning to foster skepticism 

in the daily lives of its people.43 
 

 Ukraine has shifted its strategy regarding fake news circulation from being 

reactive to proactive, anticipating its emergence and campaigning on it. Cybersecurity 

is critical just like air defences. The information policy of Ukraine is so far-reaching 

now: millions of Ukrainians, starting with soldiers and ordinary people, are being 

taught how to identify fakes using artificial intelligence. The fact that the Ukrainian 

Head of State has made digital literacy accessible to all citizens, converting them into 

first responders against disinformation. In a basic sense, the nation is weaponising 

awareness by making the issue of vulnerability a massive strength corresponding to 

the supply of military AI advancements. 
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Competing Narratives and Operational Asymmetry  
 

 The Russia-Ukraine war operationalises the twenty-first-century hybrid 

warfare domain by integrating artificial intelligence-based disinformation campaigns 

to influence perceptions and narratives during the war. These AI-driven information 

operations provide a systematic comparison between both warring parties over 

competing narrative claims, AI- based techniques, social media platforms, and impact 

on audience perception. From the standpoint of pro-Russian actors, cyber-based AI 

tools are significant for controlling narratives and countering Western influence.  
 

 Russia has utilised artificial intelligence to undermine Ukraine’s image and 

weaken international support. For this purpose, they targeted the Global South 

primarily to gain anti-Western sympathies from the former colonies of the West. They 

circulated manipulated media in neutral nations like India and Brazil to establish an 

anti-Ukraine narrative.44 Furthermore, Russia tried to spread chaos and panic among 

the Ukrainian population and military to demoralise them. According to 2023 reports 

by the European Digital Media Observatory, Russian disinformation campaigns sought 

to influence European decision-making and undermine support for Ukraine. 45 

Whereas, Ukraine was primarily on the defensive side by countering the Russian 

narratives through debunking truth and realities. Instead of creating alternative 

realities, Ukraine exposed the Russian fabricated media, which demonstrated that 

their measures were reactive and transparent.  
 

 For spreading this narrative globally, Russia employed various AI-based tools 

to deliver deepfake recordings, controlled pictures, and bot-driven networks. They also 

disseminated fabricated documents, fake news articles, AI-based news services, and 

voice-cloned audio files of officials to spread Russian state propaganda. Russia used 

social media platforms, including Telegram, Facebook, X, and TikTok, to disseminate 

fake media around the world. In contrast, Ukraine used counter-disinformation tools 

by developing media literacy among civilians and creating alliances with tech 

companies. Ukraine incorporated AI-driven authentication and legal frameworks for 

media in its response. For example, in the middle of 2024, Ukraine quickly exposed an 

AI activity and generated small messages claiming that NATO plans to directly 

intervene in the Ukraine war.46 Ukrainian platforms like Stop Fake and the Centre for 

Countering Disinformation use artificial intelligence to analyse trends and counter 

Russian disinformation. These measures aim to foster Ukraine's credibility and sustain 

public trust during the conflict. Further, Ukraine emphasised that AI could safely be 

employed in warfare and encouraged openness and the voice of the citizens to be 

heard more. Ukrainian officials revealed that AI was not limited to fact-checking; it 

also saved civilian lives by detecting fake shelter warnings and preventing 

misinformation that could have panicked them. To promote the efforts, the 

government initiated campaigns that promoted the concept of the so-called digital 

sovereignty, encouraging people to view online resources with extra care.47  
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 Moscow-backed media approach these activities as efforts to reveal 

information hidden by the West and Ukraine, to portray Russia as a victim of 

worldwide propaganda in front of a national and international audience. In 2025, 

supporters of Russia labelled their AI-driven disinformation as "informational 

defence." They claim that their strategies are necessary since the Western media and 

narrative producers have already taken over international discussions.48 They claim 

that an AI-enhanced messaging by Russia is just a balancing act by its mass media, 

since it is possible to influence opinions in the West by selectively choosing facts. This 

assertion was particularly echoed in Sub-Saharan Africa and Southeast Asia, where 

distrust in Western institutions is already present.  

 

 Through AI, Russian actors declared that they were democratizing truth, and 

it was Ukraine and its allies who established narrative monopolies rather than 

advocates of openness.49 Russia remained successful in keeping the Global South 

neutral during the war despite pressures from the West. Conversely, Ukrainian 

countermeasures were primarily focusing on the domestic audience, making them 

more resilient to disinformation operations through media literacy. International 

observers acknowledge the sophisticated use of artificial intelligence by both sides and 

have determined the scale and forcefulness of Russian operations. Russian information 

operations are more offensive, sophisticated, technologically superior, and have 

impacted a broader geographical scope. Whereas Ukraine’s initiatives are more 

defensive and geographically constrained at the domestic and regional level, 

demonstrating a strategic imbalance between the two conflicting parties. Russia has 

effectively utilised machine intelligence as a hybrid warfare tool for impactful 

psychological operations and anti-Western narrative building. This dimension of 

contemporary warfare signifies the transforming nature of technology by pushing 

traditional military engagement to a low-intensity level.  

 

Conclusion 
 

 The Russia-Ukraine war has emphasised the significant impact of artificial 

intelligence in contemporary information warfare. Russia has used advanced 

computer-based intelligence tools, including deepfakes and automatic bot accounts, to 

spread fabricated stories, undermine Ukrainian legitimacy, and influence the 

international audience. On the other hand, Ukraine has developed robust AI-based 

defences, such as public awareness campaigns, media-based criminal justice, and fact-

checking mechanisms. Comparatively, Russian information operations provided a 

successful case study of hybrid warfare through information and psychological 

operations by undermining Ukrainian and Western legitimacy in various parts of the 

world. An operational asymmetry is evident between Russia and Ukraine, which 

demonstrates the significance of power dynamics between adversaries in a conflict.  
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As a powerful country with a strong military and economy, Russia employed more 

sophisticated and technologically superior disinformation operations against Ukraine 

around the globe. Ukraine is largely relying on Western states for countering Russia 

across conventional and informational arenas.   
 

 The Russia-Ukraine war signals a substantial transformation in traditional 

warfare. The success is no longer guaranteed through advanced weaponry and well-

trained troops; instead, perceptions and narratives are becoming decisive factors. 

There are two large concepts about who owns the narrative and who can propagate 

quickly. The reality is difficult to comprehend with daily streams of AI-based content. 

This poses a danger to national security as well as reducing the trust of the people. 

With deepfakes becoming more realistic and AI-aided stories appearing in real-time, 

countries will have to shift the focus to offensive rather than defensive strategies.  
 

 To counter the threats posed by AI-based disinformation operations, states 

must formulate both domestic and international responses. At the national level, 

states can build a resilient society through enhanced digital literacy among civilians, as 

Ukraine did to counter Russian offensives. For this purpose, states can introduce a 

school curriculum to teach students about the growing use of AI for disinformation 

and how to comprehend the fake and real information. States can also educate 

civilians through media awareness workshops and fact-checking mechanisms to make 

them resilient against deepfakes and bot-driven propaganda. At the international level, 

states should cooperate through multilateral channels to develop global norms and 

regulatory frameworks that govern the use of AI in warfare. The norms should 

discourage the use of AI-based deceptive content, primarily to target civilians as a tool 

of psychological operations, and promote transparency and accountability. Both 

Russia and Ukraine have demonstrated that future wars will be fought not only with 

military weapons, but also on feeds, timelines, and screens; thus, the victor in the 

battle will be determined by who has control over the narratives.  
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